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Kinh gui:
L,P BOASeN c.\o SU VItr NAM - Cae BQ, ca quan ngang bQ, co quan thuQc Chinh phil;

I)E~sA:, ....I-:-...r.."..........-UBND cac tinh, thanh ph6 tn,rc thuQc Trung uang;
'<[;:&): .li:L ..(;l.!drY.l9.. . Cac doanh nghi~p cung dp djch vv vi~n thong, Internet;

Chuy~••: .....JC \HilLf....,... - Cac t~p doin kinh t~, t6ng cong ty nhi nu&c;
I \I'U hl. sO" sA; - Cac Ngan hang TMCP; Cac t6 chuc tii chinh.

r.#~-~ Qua cong tac theo doi, giam sat khOng gian m,:;tng,BQ ThOng tin vi! Ir?rr Truyen thong (BQ TT&TT) ghi nh~n trong 06 thang cuo,i na,m ~018: Co hem.6
.. tP,~ tri~u dja chi IP (6,l~9,77~ dja chi IP) cua V,i~tNam co ~et noi den ::ac ,ten mien
~ ho~c IP phat tan/dieu khien rna dQc tren the gi&i, cM yeu Ii cac ket noi t&i cae
--' W m:;tngbotnet I&nnhu: conficker, mirai, ramnit, sality, cutwai, zeroaccess .V.V... ;

., ~ ~r~ng,d~ co nhi~u tma~g hgp~i ~ac dja. chi IP cua eac_~Q, nginh, dja ph,:~g co
ket noi t&im:iy chil dieu khlen rna dQc APT; Tinhhinh IQ,19t thong tin xac thlJc
cung.di~n bi~n phUc t:;tp, cM y~u lien quan t&i cac tii khoan thu di~n tu, h~

~th6ng djch Vl,lcong, Cl,lth6 Ii co khofmg 1,809 tii khoan tren 512 ten mi~n
gov.vn bj IQ,19tthong tin xae thlJc.

I rlin ~gl}cThu~n ThlJc t~ nhung nam tra l:;tiday tinh hinh an toin thOng tin t:;tiVi~t Nam
thuang co cac di~n bi~n phUc t~p, d~c bi~t trong khoang thai gian di~n ra cac SlJ
ki~n I&ncila dit nu&c vi nhung djp nghi 1~.Do do, nh~m bao dam an toan thong
tin trong thai gian T~t Duang Ijch vi T~t Nguyen dan Ky Hgi 2019, BQ TT&TT
yeu diu cac co quan, doanh nghi~p nhi nu&c:

1. CM dQng ri soat cac di6m y~u, 16h6ng tren h~ th6ng; tang cuang tri6n
khai cac giai phap bao dam an toin thOng tin cho cac h~ th6ng thong tin cua ca
quan, t6 chuc minh.

2. Thu tmang ca quan, doanh nghi~p chi d~o dan vj trlJc thuQc ti~n hinh
fi soat, ki6m tra, thlJc hi~n dfty dil, kjp thai cac quy djnh v~ bao dam an toin
thong tin, d~c bi~t Ii trong cong tac phong, ch6ng, go b6 phftn m~m dQc h~i,
ph~n mSm gian di~p (APT);



3. Hmg cuang theo d5i, ghirn sat, chll di>ng phat hi~n sOm cac nguy co,
dftu hi~u tftn cong rn\lng, kip tMi xu Iy cac vftn d~ phat sinh. CU can bi>ky thu?t
trvc theo d5i, giarn sat lien tvc h~ th6ng trong ky nghi.

4. Khi phat hi~n dftu hi~u clla cac chien dich tftn cong rn\lng, thong bao v~
co quan chuc nang lien quan clla Bi>Thong tin va Truy~n thOng (Cvc An toan
thong tin, VNCERT) de co bi~n phap xu Iy kjp thai, gifun thieu thi~t h\li;

5. Thuang xuyen C?P nh?t thOng tin canh bao, khuyen nghi v~ an toan
thOng tin dugc Trung tam Giarn sat an toan khOng gian rn\lng qu6c gia (NCSC)
thui>cCvc An toan thong tin chia se.

Khi trien khai cac ni>idung neu tren, trong truang hgp din thiet, Quy don
vi co the lien h~ vai Cvc An toan thOng tin, s6 di~n tho\li: 0243.3943.6684, thu
di~n tu ais@rnic.gov.vn de dugc ph6i hgp, h6 trg.

Tran tr9ng./. V
Noi nh{in:
- Nhu tren;
- Thu tu6ng Chinh phu (d~ b/e);
- Pho TT g CP Vii Due Dam (d~ b/e);
- Van phimg TW Dang;
- Van phimg Qu6e h(\i;
- Van phimg Chinb phu;
- Ca quan TW cae doan th~;
- Toil an nhan dan t6i eao;
- Ki~m tmln nhil nu6c;
- B(\ tru6ng (d~ b/e);
- Thu tru6ng NguySn Thanh Hung;
- Don vi ehuyen traeh CNTT cile B(\, ea quan
ngang B(\, co quan ehinh phil (qua email);

- SO- TT&TT cile Hnh, TP thu(\e TW (qua
email);

- VNCERT;
- Luu: VT, CATTT.
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