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ATTTtruae s\fki~nAPEC 2017

C(>NGHOAxAH(>I CHUNGHiAV$'NAM
DQcI~p - T,! do - H,nh phuc

HiJNi)i, ngiJyolJ thang 10 niim 2017

Kinh gili:

'-T~PDOANCNCAOSUVItTNAM - Cae BQ, ca quan ngang BQ, eo quan thuQc Chinh pM;
- Uy ban nhan dan cae tinh, thanh ph6 trge thuQe Trung uang;

DEN~: _45..lL. .
Npy: .,sfl/ ..J.9.J..-J.QlJ... - Cae np doan kinh t@,Tfmg eong ty nha nuae;

Chuy&n: ••••.•:J.l1-P.................... - Cae T6 chile tai ehinh, Ngan hang thuang rn;;ti;
L~U'DhA sO"sA: •••••.•••••••. •.••••• - Cae doanh nghi~p eung efip dieh v\I viSn thong, Internet.

"-8;~ Ngay 06/9/2017, BQ Thong tin va Truy~n thong da co eong van s6
4:~ '~2/BTTTT-CATTT v~ vi~e don d6e tang wOng bilo dam an toan thOng tin

-?I';v[ r)v" truae S\fki~n APEC 2017 gili cae ca quan, t6 ehue, doanh nghi~p.
<

~ Tinh hi~_li11 ~oan ~hOn~tin ~an d~y ti@p.we, diSn bi@np~ue :;;tp. Ngay
'Tdn 0/2017 _BQThong tm va Truyen thong ghl nh;;tn ngliy eC!!~.eong rn;;tng

ngu .em qua giao thue,rn;;trig khong day WifCPhuang thUc ifin cong su dvng
r''\.\. ~..~ .....•.

y thu~t KRACKs (Key, Reinstallation Attacks) eho phep d6i tugng tfin eong
. , , ... , - ,. ~ ....
nghe len, lay trQrn dft li~u; giai rna giao thUe rna bOa va dQe duge nQi dung eua
eac goi tin truy~n qua:Jwng wil'i sil ~\mg giao thUe WPAlWPA2, rnQtgiao thue. c......, ,,.... J ,

duge sil d\lllg rQng rai tren hau het cae thiet bi khong day hi en nay.
. t." .•. ...••.•.' ~ _,,~"':., r- ..

Co quan ehUe nang eua BQThong tin va Truy~n thOng (C\lCAn toan thOng
tin) d~ co eong van eil.nhMo s6 54l!CATTT-TDQLGS ngay 16110/2017 (gili
kern theo) eil.nhbao t&i caquan ehuyen traeh v~ CNTT/ATTT eua cae Co quan,
t6 ehue, doanh nghiep.

Nhfun tang wOng bilo dam an toan thOng tin khi S\f ki~n Tuan IS cfip cao
APEC 2017 dang d@ngan, BQThong tin va Truy~n thOng yeu eau cae ca quan,
t6 ehUc, doanh nghi~p trien khai rnQt s6 nQi dung nhu sau:

1. T6 chUe qulin tri~t trien khai cae nQi dung t;;tieong van s6 272/BTTTT-
CATTT ngay 06/9/2017 eua BQThong tin va Truy~n thong.

2. Chi d;;to ca quan ehuyen traeh v~ CNTT/ATTT eua ca quan, t6 ehue,
doanh nghiep khfin wang trien khai theo huang d~n t;;tieong van eanh Mo s6
54l!CATTT-TDQLGS ngay 16/10/2017, e\l the rnQt s6 nQi dung nhusau:
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- C:'mh bao, ph6 biSn ri}ng rai v~ nguy co tan cong m~mg qua giao thuc
khong day t6i can bi}qm'mtri va ngum su dVng.

- Khong su dvng hoi[lch~ chS t6i da vi~c su dvng m~mgkhong day Wifi d@
truy~n tai cac thOng tin quan tr<;mg,nh~y cam.

- KSt hgp cac bi~n phap khac khi su dVng m~ng khong day d@bao dim an
toan cho thong tin, dfr li~u duqc truy~n tai nhu: kenh truy~n rieng duqc rna bOa;
cW truy c~p va su dvng thong tin quan trQng tren cac trang web dUng https; su
dvng cac 1'rngdVng co rna hoa rieng; ...

- CM di}ng theo d6i cac thOng tin tU cac ca quan chuc nang va cac t6 chuc
v~ an toan thOng tin d@kip thm c~p nh~t cac bin va cho thiSt bi nh~m ngan chi[ln
nguy co tan cong m~ng qua giao thuc khong day.

Thong tin lien h~ cua Cvc An toan thong tin trong truang hgp c~n trao d6i
them thong tin va hB trq tu van, xu ly:

- Thu di~n tu: ais@mic.gov.vn

- Di~n tho~i duang day nong (trvc 24/7): 098934:4430 hoi[lc0922556666.

Tran trQng.l. V
Nui nhljn:
- Nhll tren;
- Thti mang Chinh pM (d8 h/c);
- PTTgCP Ph(lm Binh Minh (d8 h/c);
- PTTgCP Vii Dirc Dam (d8 h/c);
- Van phOng Trung Ilang Dimg;
- Van phOng Quac hQi;
- Van phOng CM tjch nlloc;
- Uy han Quac gia APEC 2017;
- Bi;'>TT&TT: Bi;'>Wang va cac Thir Wang;
VP, cac Vw KHTC, HTQT; C\lCBDTW,
VNCERT;
- Lrm: VT, CATTT~
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